Forticlient SSL-VPN installation on Linux:

SSL-VPN service may be used to connect to local devices of NISER Campus LAN or access subscribed journals when a
person is located outside the NISER Jatni Campus . Password used in this case may be different from the one being used
for email.

1. Login as root user. Download the tar ball for Forticlient installation on Linux from this link:
http://www.niser.ac.in/docs/forticlientsslvpn linux 4.4.2332.tar.gz
Then extract the tar ball as shown below:

root@anand-Aspire-5755:~# wget www.niser.ac.in/docs/forticlientsslvpn_linux_4.4.2332.tar.gz -
--2017-05-22 16:16:00-- http://www.niser.ac.in/docs/forticlientsslvpn_linux_4.4.2332.tar.gz

Resolving www.niser.ac.in (www.niser.ac.in)... 210.212.23.110

Connecting to www.niser.ac.in (www.niser.ac.in)|210.212.23.110]:80... connected.

HTTP request sent, awaiting response... 200 OK

Length: 9045733 (8.6M) [application/x-gzip]

saving to: ‘forticlientsslvpn_linux_4.4.2332.tar.gz’

100%[ >] 90,45,733  45.9KB/s  in 4m 3s

2017-65-22 16:20:05 (36.3 KB/s) - ‘forticlientsslvpn_linux_4.4.2332.tar.gz’ saved [9045733/9045733]

root@anand-Aspire-5755:~# ls
Desktop forticlientsslvpn_linux_4.4.2332.tar.gz
root@anand-Aspire-5755:~# tar -zxvf forticlientsslvpn_linux_4.4.2332.tar.qz i ‘

2. After extraction go to the folder forticlientsslvpn and execute the file fortisslvpn.sh as shown below:

torticlientsslvpn/ Gdbatd helpar/ totrt

forticlientsslvpn/ 64bitsd helpers setup. Linux. sh

forticlientsslvpn Gdbits helper/ fotrouternke. kext/

forticlientsslvpnd Gdbits halper/ fotrouternke . kext/ Contents’

forticlientsslvpn/ 6dbits helpers fetrouternke. kext/ Contents/ Resources/
forticlientsslepn/ 64bits helper/ fotrouternke. kext! Contents/ Resources/English. Lprojs
forticlientsslvpn/ 6dbits helper/ fotrouternke. kext/ Contents Resources/English. Lpro)/ InfoFlist. strings
forticlientsslvpn/ G4bits halpers fotrouternke . kext/ Contents Nac0S/
forticlientsslvpn 6dbits helpers fetrouternke. kext/ Contents/ Nacls/ fetrouternke
forticlientsslvpn/ G4bits helpers fotrouternke. kext/ Contents/ Info. plist
forticlientsslvpn Gdbits halper/ subproc

forticlientsslvpn/ G4bits helper/waitppp. sh

forticlientsslvpn/ 6dbits helpers fortissleacert. pem

forticlientsslvpn/ G4bits helpers showliee

[rootdldaps fortiClient_LinuxlE cd forticlientsslepn/

[r-:u:ntti'l.danE: forticlientsslvpnle 1=
t

32bit A4 fortisslepn. sh
[rootaldaps forticlientsslvpnl# o7 fortisslvpn. sh ]

3. Accept the license agreement.

License = o x

End User License Agreement for FortiClientSSLVPN
! Fortinet Inc,
FortiClientSSLVPN (TM) License Agreement

This End User License Agreement (EULA) is an agreement
between you (either an individual or a single entity) and Fortinet,
Inc. (“Fertinet"), which covers your use of the Fortinet software
product that accompanies this EULA and related software
components, which may include associated media, printed

i materials, and "online" or electronic documentation. All such
:scftware and materials are referred to herein as the "Software
{ Product.”

A software license and a license key or "unlock code”
("Software Product License”), issued to a designated user only
by Fortinet or its autherized agents, is required for each
computer on which the Software Product is loaded. If you do
not agree to the terms of this EULA, then do not install or use
the Software Product or the Software Product License. By
explicitly accepting this EULA or by installing, copying,
downloading, accessing, or otherwise using the Software

:F’rcduct andfor Software Product License, you are
:ackncwledgmg and agreeing to be bound by the following terms

iand conditions of use:
Cancel @

1. Grant of Non-Exclusive License.


http://www.niser.ac.in/docs/forticlientsslvpn_linux_4.4.2332.tar.gz

4. Click on Settings.

5. Click on the + button.
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6. Give a name to the connection. Give the Server IP: 103.160.128.1 with port 10443, give your username and
password for SSL-VPN. Then press “Create” button.
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7. Click “Done”.
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8. Select the proper connection. “NISER-VPN” in this case and the required fields hall get automatically populated.
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9. Click “Continue”.

Warning

The certificate for the SSLVPN server is invalid.

You are connecting to an untrusted server. which could put your
confidential information at risk. Would you like to connect to

this server?

Show Certificate Cancel

10. You are virtually inside the NISER Campus LAN at Jatni.

Connection status

Connection: NISER-VPN
Server: https:ﬂlﬁ.lﬁﬂ.lEB.l:le
Status: Tunnel running

Receive bytes: 1.315K

Send bytes: 1.964 K

Stop

You may connect to any local devices of NISER Campus LAN using its local IP address.



