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Purpose:
To support staff, students and faculty members who may be conducting work either remotely or without a direct
connection to the institute’s network. Whilst the use of a secure virtual private network (VPN) will provide better
assurances against the potential of data leakage than previously offered, it will not, however, ensure that data is
completely safe, as various forms of malware and keyloggers could still be active. Computer Centre strongly
advocate that any device used to undertake any work of the institute must be completely up to date with
operating system and application security patches as well as having an anti-malware product installed and
active.If you are working with personal, confidential or commercially sensitive data, you must ensure that you
are using a secure connection (VPN), especially if you are using an unsecured public network, such as in a hotel
or train station or airport. You should not connect to any unsecured wireless network unless you are sure of its
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legitimacy.

1.

Download the latest version of FortiClientVPN from fortinet.com site for windows OS. You may download the installer
from this link:
https://www.niser.ac.in/docs/FortiClientVPNOnlinelnstaller.exe

Please install the above and then do the following:

Give a name to the connection. Give the Server Address: 103.160.128.1 with port 10443, give your username and
password (your own WiFi access credentials or shell account credentials for home folder access) for SSL-VPN. Then click
Connect to access the NISER Campus LAN resources.

You may also try the steps given below:

Download the tar ball for Forticlient SSL VPN Client installation on Windows from this link:

For 64 bit Windows:

https://www.niser.ac.in/docs/sslvpnclient64pkg 4.4.2332.tar.gz

For 32 bit Windows:

https://www.niser.ac.in/docs/sslvpnclient32pkg 4.4.2332.tar.gz

Then extract the tar ball using any compression/decompression software like Winzip, 7-Zip, WinRAR, etc. with option
‘Extract to sslvpnclient64pkg_4.4.2332"

‘ [ = Compressed Folder Tools forticlient_ssIVPN_windows
' Home Share View Extract
‘ ’(—1 % I » ThisPC » Local Disk (D:) » official » firewall » forticlient_ssIVPN_windows
-
‘ b ot Name Date modified Type Size
%3 FortiClientOnlinelnstaller_5.4.2.0860 19-05- Application 482 KB
«& Homegroup B ssivpnclient32pkg_4.4.2332.tar 19 WinRAR archive 1431 KB
g sslvpnclientbdpke 442222 +ar 10032017 10.24 WinRAR archive 2,942 KB
18 This PC Open
1 Desktop g Open with WinRAR
| Documents B  Extract files...
& Downloads B Edract Here
W Music g Extract to sslvpnclient64pkg_4.4.2332\ c
B Fictires @ Scan with ESET Endpoint Antivirus
vi
_E Iceos Advanced options 3
s Local Disk (C:)
s Local Disk (D) Open with...
# Local Disk (E:) Send to >
Cut
cﬂ Network Y
Copy
Create shortcut
Delete
Rename
Properties

2. Then double click on the extracted folder “sslvpnclient64pkg_4.4.2332".
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forticlient_ssIVPN_windows

b | D LU = | Compressed Folder Tools
Home Share View Extract
@ v 4 . » ThisPC » Local Disk (D:) » official » firewall » forticlient_ssIVPN_windows »
4 Favourites Name Date modified Type Size
‘ . sslvpnclientbdpkg_4.4.2332 29-05-2017 15:23 File folder |
H s T oq - ||=;||c=| L £ A0 Nn0en A0 AL 04T 410,90 Lol 482 KB
) Homegroup & Foricheno Date created: 29-05-2017 15:23 "
g sslvpnclient32pkg] Size: 2.90 MB rchive 1,431 KB
1M This PC 3 sslvpnclient64pkg| Files: cacheclean, CacheCleanerFF3, forticachecleaner, ... Brchive 2,942 KBI
m Desktop
| Documents
& Downloads
W Music
&/ Pictures
B Videos
a Local Disk (C:)
-« Local Disk (D:)
= Local Disk (E:)
3. Theninstall the application named SslvpnClient.exe (Run as Administrator ).
When done close the window from Close button.
Right click >> Run as administrator OR Double click >> Run as administrator
Jol W= Application Tools sslvpnclient64pkg_4.4.2332
Home Share View Manage
@ v 1T 1 » ThisPC » Local Disk (D:) » official » firewall » forticlient_ssIVPN_windows » sslvpnclientbdpkg_4.4.2332
¥ Favourites Name 2 Date modified Type Size
[é] cacheclean 10-02-2017 01:04 Executable Jar File 229KB
'Q Homegroup @ CacheCleanerFF3 10-02-2017 01:02 Windows Installer ... 39KB
|+ | forticachecleaner 10-02-2017 00:57 CAB File 102 KB
1% This PC |+ | forticachecleaner64 10-02-2017 00:57 CAB File 271 KB
1 Desktop ,;‘w fortihostcheck 10-02-2017 00:57 CAB File 70 KB
| Documents ,_~_‘ fortihostcheck64 10-02-2017 00:57 CAB File 430KB
& Downloads [£] hostcheck 10-02-2017 01:04 Executable Jar File 177 KB
U Music © 15/ SshvpnClient ation 1,525 KB
= Pictures || version.h = 2KB
2 =) l@ Run as administrator }
B Videos | £ virtualdesktop e = able 226 KB
a Local Disk (C2) rou leshoot compatibility
s Local Disk (D:) fin toStart
w Local Disk (E:) (€) Scan with ESET Endpoint Antivirus
Advanced options 4

4. Click on Install. The installation of SSL VPN Client software shall start.

= FortiClient SSLVPN Installer

] Sslvpninstaller 4.0.2332
|y

%7 [C) 2004 - 2016 Fortinet Inc. &ll rights reserved.

This installer will install FortiClient SSLYPN Software.

Please close all web browsers before starting install.

Click 'Install' to continue.

© Install I Close

Page 3 0of 9



National Institute of Science Education and Research (NISER), Jatni, Khurda, Odisha, India. Pin-752050

£ FortiClient SSLVPN Installer

Sslvpninstaller 4.0.2332
I =T [C) 2004 - 2016 Fortinet Inc. All rights reserved.

111

SSLVPN CacheCleaner ActiveX:
bin = C:\Program Files [x86)\Fortinet\S slvpnClient\S slvpnHostCheck.dll
ver = 4.0.2300

Extracting MS file . . .
MSI: C:AUsers\SAIKAT ~1\4ppDatatLocal\TemphSslvpnClient. msi

Administrative user privilege detected, using msiexec directly . . .

msiexec /* "'C:\Wwindows\Sslvpninstall. log" /i "C:\Users\SAIKAT ~1%\4ppD ata\Local\T em|
“ v

Install Close |

b FortiClient SSLVPN Installer
ﬁ Sshvprinstaller 4.0.2332
[C) 2004 - 2016 Fortinet Inc. &ll rights reserved.
W FortiClient SSLVPN v4.0.2332 —
: | [E] Please wait while Windows configures FortiClient SSLVPN v4.0.2332 &

cal| |

MSI

Administrative user privilege detected, using msiexec directly . . .

msiexec /1 "'C:\WindowshSslvpninstall log" /i "C:\Users\SAIKAT ~1\AppDatatLocal\Tem
“ v

[hstall I Close |

5. a) If you are installing a fresh Forticlient SSL VPN installer then you will get the following screen and click “Close”.
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= FortiClient SSLVPN Installer

Sslvpninstaller 4.0.2332
(C) 2004 - 2016 Fortinet Inc. &ll rights reserved.

(AN NS NNNENEENNNENNENNNNENNENNNNAN AN ENNENNNNENNENNNNANNENNNNANNEnNEE

bin = C:\Program Files [x86)\FortinethS slvpnClient\forticontrol.dll A
ver = 40,2332

SSLYPN CacheCleaner Activelx:
bin = C:\Program Files [x86)\Fortinet\S slvpnClient\forticachecleaner.dll

ver = 4.0.2332

SSLYPN CacheCleaner Activex:
bin = C:\Program Files [x86)%FortinethS slvpnClient\S slvpnHostCheck. dll

ver = 4.0.2332

[rstall Close

Copy Message

b) OR if you are upgrading from previous version then you may be asked to restart your device as follows and “Yes” button
has to be clicked to reboot the device and thereby completing the installation.

= FortiClient SSLVPN Installer

JQ]  Sslvpninstaller 4.0.2332
1< [C) 2004 - 2016 Fortinet Inc. All rights reserved.

— FortiClient SSLVPN v4.02332 el |

5 ﬁ You must restart your system for the configuration 2
changes made to FortiClient SSLVPN v4.0.2332t0
take effect. Click Yes to restart now or No if you plan

to manually restart later.

------ Time:

Yes | i No

Administrative user privilege detected, using msiexec directly . . .
msiexec /1 "'C:\WindowshSslvpninstall log" /i "'C:\Users\SAIKAT ~1\AppDatatLocal\Tem
“ )

Inztall I Close I

6. Run the application [ Start >>Programmes >>FortiClient SSL VPN ]
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Best match

SER FortiClient SSLVPN
WEF Dpeockiop app

A~

{
Type ‘forticlient’ after )
clicking START/Window,
button for faster search.

Or, find in 'Programs’. \/

y
== My stuff,:XT/‘\XWeb

forticlient

7. Then Click on Settings...
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&8 FortiClient SSLVPN — X

Comnecton Name: [ MM - |
Server Address: |

Username:

Password:

Client Certificate: | LI

Connection
Status:

Duration:

Disconnected Bytes Sent;

00:00:00 Bytes Received:

Settings... | ‘ Connect Disconnect Exit

8. a) Then click on New Connection... and fill as shown below.

FortiClient SSLVPN Settings X

— Global Settings

™ Keep connection alive until manually stopped

g

— Connections
Connection Name I Description New Connection... |
Ed.. |
Delete |
<| >

— Settings of selected connection
Connection Name: |
Description: I

Server Address: I

User Name: l
Password: I

Client Certificate: |

[T Do not warn about server certificate validation failure

(1] | | Cancel I

b) Give a name to the connection. Give the Server Address: 103.160.128.1 with port 10443, give your username and password
(your own WiFi access credentials or shell account credentials for home folder access) for SSL-VPN.
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¥

)

FortiClient SSLVPN Settings

Global Settings

["] Keep connection alive until manually stopped

New Connection Settings H
Connection Settings

Connection Name: !NISEFI_VPN_ |

Description: | |

o

Server Address: i103.160.128.1:10443 < | ’

["] Do not wam about server certificate validation failure

User Name: ! user ¢

Password: | 00000008

Client Certificate: I v

$ | 0K l I Cancel [

Llient Certihcate: ’ ‘

0K | l Cancel ’

9. Then click on choose a ‘connection’, provide password and click Connect.

FortiClient SSLVPN Settings [ x |

Global Settings

[T Keep connection alive until manually stopped

Connecty

Connection™ame  Description ’ New Connection... ‘

NISER_VPN | Edit.. |

| Delete ‘

< >

Settings of selected connection

Connection Name: [NISEFI__VPN ]

Description: { l

Server Address: Hdg;lﬁo-HB-l:IM l
|

Do not warn about server certificate validation failure

User Name:  user l
L

Password: [ escccooe ]

Client Certificate: [ l

$ l 0K | | Cancel I
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e ForticlientsstveN - O HES

Connection Name: l NISER_VPN, v

Server Address: l 103.160.128.1:10443

Password: l 00000000

|
|
Usermame: ’ user |
|
|

Client Certificate: l v
Connection
Status: Disconnected s Sent: 0
Duration: 00:00:00 Received: 0

[ Settings... i ‘ Connect ] Disconnect Exit |

10. Click on Yes in Security Alert box.

Security Alert X

This page requires a secure connection which includes
server authentication.

The Certfficate Issuer for this site is untrusted or
unknown. Do you wish to proceed?

| Y ([ No || VewCetficste || Moreinfo

11. Now you are connected. Status should show “Connected”. “‘Bytes Sent” and “Bytes Received” should increase with time.

e FortiClientsstven. - © HEMN |

Connection Name: MISER_VFN
Server Address:  103.160.128.1:10443

Usemame: yser
Password: eeeeeeee

Client Certificateg

Connection n
Status: Connected Bytes Sent: $43,U§8
Duration: 00:00:10 Bytes Received: $43,428

Exit ¢

Settings... Connect l Disconnect l ‘
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